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REDIERK
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1 EBOJOHE
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1 EmOooolE

1.1 a0 &l

BEEOJ LR BE, BHEE. 1—Y—RERE, AMIRNTREUVCERLGSER (LUIE, BEEEREFU
FYI) Z. LD [fant GEN) I TES U], [ZDBRESE>fh]. ZEBRLIEHD T,

EBEOJHKEZERT L. AMEORNEERAPREERADORS ZERTEET,

1.2 EEOJ O#EE

Ea0J OFRTF

AETREUVCEBERZ. HEEOJEUTHARICERULE T,

O71F&AT 15,000 X TEES N, 15,000 HZ#R 35 EBMOEVOTH SHFRENE T,
A RU=IHPWMIFMIFSNTVRWMESE. &RAT 50 #OOTHEHRENET,

EBEOJZERT BT, KK, FBFAVI—Ry M—ERXTEHEEOTDREZBMICLET,

EEO00mYUHL
AECRBINTVIEBEDIE, AVI—Ry NF—EANSFFRA N T 7 A UERTRIHT TENT
FFT.

EEEO I D Syslog iX{E
KIKICEEREIN TV B EEDT X, Syslogixfg (Syslog ORI ZEFE>THRY RT—TJ LD~
Ea1—9—ITXE) T5TENTEET,
Syslog XfEld. AATHRELE T,
b B8R
* AMETODHRTEIF. AMEDYZ 27 I ESBRULTLLIEEL,
* AVI—Y MI—ERATDHREF. 1VI—%y MI—EXDANILTZSRULTLIEE L,




1.3

WHULEEEOIDI+—I v b

vy SIEER

I5H

el

%ﬂ

BA

TJ#—<Iv hN=I3>

BY

HEBIE [3]

FINAXIPF7RUZR

FEEHF @~2.0~9), Ry
(). J0Y () TERENE:

P77 KLU (IPv4d, FIzl& IPv6)

X5
SRR X5 UTF-8 [CEE
IALY—Y 720 ~ 720 GMT ZEAEE U IcBE
BAI(ES), FRREVAFDYET
{FREELFT,
£RAE7+—< vk YYYY/MM/DD.
MM/DD/YYYY.
F/zl3 DD/MM/YYYY
Ea0J1ER
158 7 Bl

OJ&AF (Log ID)

#% (1 ~60000)

EEERFELRICEVIRSNDHEA
?

FHHE (Date) S EBRERRGDOFRH

BEE (Time) hh:mm:ss BEBRERFEEORE BFoW

EBESERERTF 16 EEF (00000 ~ Oxfff) | BEEBRICHMT 2FIF

(Audit Event ID)

EBEERY F EAEROER|ZXRT XTI

(Logged Events)

1—H—% (User Name) SF EESRERESEI-—Y %X
IXFH*

EEERFH S BEBREROF

(Description)

&R / IRR& (Status) XF5 HREUCEAESRONEBER. T
(FIRRE

ERIREFIEE S EESROERHIREFIER

(Optionally Logged Items)

*LEBEOES 1Y —1ID

1—Y— D i RERBE 1 1—Y—F
1—8%—ID. 1—Y—2h WA EDHRERSE : -

BEmEEE KO
ARANY—IVIZ7 :CE
SREIREER 1 —Y'— : Guest

YR T LNBRENMEICEER T 356G  System
NMP #£2BHDIHES : SNMP:admin




1.4

Syslog iIXEDX v E—IT+x—Iv b

158 fizxk 2HER
Priority BHY RDITEIEEINDEHY
Facility << 3| Severity
A wE
* Facility FAATERELE T,
* Severity & [6] [CEESNTLE
3-0
N—=ay 1 ] ICEE
(537 yyyy-mm-ddThh:mm:ssZ EESRELFDOFREABKIURH
(B50#)
IA LYV —2FUTC T,
REMIEER FQDN. R hEZDIBE : —
75
IPvd 7 RUADIFZE -
nnn.nnn.nnNN.NNN
App-Name WiEDJ—Rr-2U7)L3—R EI-—RFEFYUPZ)VI—R
(HmES) I REDEBEIE. [ Z
BT 2
Procld [-] [CEE
Msgld [-] (CEE
Structured-Data [-] [CEE
EEBOJID ID=nnnnnn BEEERELRCE VRSN DA
?
1—5—-% UserName= X5l BEBEERERESELI—Y %X
I XF
SR
c BEBEOJEHR (P.5)
EBEERE Event= X3 BEBRERICHNT 2HFIF
EBERFH Description= X5 BEBERDFM
fER / IREE Status= X7 HREUCEASRONEBER. Fic
(FIRAE
ERIECERIEE Optltems= X751 EBESROERGCERIER




2.1

a2 DOIRFIRE

TINA ZADIREZ(L

I5H

EEEREAF (Audit Event ID)

0x0101

BEBERE (Logged Events)

[System Status]

TINA ZADFEFRIBH L THT
BET—NI&BI—ILRZI—k

I5H

A

FHH (Date). BFE (Time)

T INA ZH¥ Ready & 73> FebER

J1—Y—% (User Name)

-]

EEBEERFFM (Description)

[Started normally (cold boot)

fasR / K& (Status)

-]

ERIREFIEE
(Optionally Logged Items)

-]

BREI—PMIEBIF—LAI—Fh

I5H

A

FHH (Date). BFE (Time)

T INA ZH¥ Ready & 735 FebER

J1—Y—% (User Name)

-]

EEBEERFFM (Description)

[Started normally (warm boot) |

fasR / K& (Status)

-]

ERIREFIEE
(Optionally Logged Items)

-]

507 MM £ BB LIS

I5H

A

FHH (Date). BFE (Time)

T INA ZH¥ Ready & 735 FebER

J1—Y—% (User Name)

-]

EEBEERFFM (Description)

[Started (NVM initialized) |

faoR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

-




58l R b L—JHIHAEIC & BT 5 EIF

1=

A

F£HH (Date). B (Time)

T I\NA 2N Ready &7 febER

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Started (Storage initialized) |

f&55R / 1KEE8 (Status)

-]

ERRFIEE
(Optionally Logged Items)

-]

R AN LAy

1=

A

F£HH (Date). B (Time)

TINA ADERDA TERZ IR U B

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Shutdown requested]

f55R / 1KEE (Status)

-]

ERRFIEE
(Optionally Logged Items)

773y

BRK 64 N1~ (XTI ZESELEW)
BEEZEIHUIZESGIE [Recovered from failures)
FNLADBEFE [-]

TILITTA R

EILT TR FDER

I5H

A

FHH (Date). BFE (Time)

T INA AP Ready (TR 2 EH]

J1—Y—% (User Name)

-

EEBEERFFM (Description)

[Self Test]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

ROM Image1 OF v I Y LfE
ROM Image2 DF v 7Y LfE




22 O24r8&L00979hk

=[] HEA
EEEERMAIF (Audit Event ID) | 0x0201
EsEERY (Logged Events) [Login/Logout]
1\ - E
1—Y5—535
b
=[] HEA
FHB (Date). BE (Time) 21— —DREHERHETE U Tc B
1—Y—% (User Name) 074 V/HRDI—H—ID
EBEERFFM (Description) [Login]
f&R / JARE (Status) [Successfull . [Failed (Invalid UserlD) | . [Failed (Invalid
Password)]. &Frfzld [Failed]
{ERIRFIRE 7ItERBE
(Optionally Logged Items) [Locall. [Web User Interfacel. &7zl& [Printer Driver]
KA RE
BA 45 N1 ~ (RIFEXFIZSELFL)
P77 RLUXA
i e
* IP 7 RUZABTHEDGE, O—AILT7ITEADEGSE. FFTFS1
N—RFPUY hOFBRCKRRUIEBESE. [-] EEBEINFT,
EH Y
[Locall. [Remote]. &Ffzld [Custom]
=2l
[System  Administrator] . [Accounting Administrator] .
[Customer Engineer| . [Customer Engineer (Unlimited
Operation)]. [Casual Operator]. Ffzl& [-]
i
e OJAVICKRUIEZSEIE -], EHEEEG [System
Administrator]. AZX ¥ —IT I Z7IF [Customer Engineer].
—MRI1——BLUREAERER I - —(F [Casual Operator] &
E|EINE T,
i

s FSAR=RNFUY DSREECKRMUTIGEDERDOTE. RDFHZI N Tl UTc EEICEREINE T,
- PSAR—RFUY MPEUT. BB/ FSAN—KTFUY FDFRE] RO ESH

- [SEHIE] F[PUYI—DFBEEICHES]
- BERDHOVIT] [FSAN— R FUY MR
- REAREDOY3T]  : [YaJrdi]

- [User DIRLOY3T] @ [Y3aT&ghk]

- PUY RT3 TOEEN,. RDEBESH
- UV NYaTdfE5ETNTVWS I - —IBHRO I - —SREEH KRB U T
- A—Y—ERHESSNTVRVLW U Y 3T
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OJ79 bk

1=

A

F£HH (Date). B (Time)

1—Y—0O7 7Y hERZRE UTclis

1—H%—% (User Name)

OJ4 ugO1—4— 1D

ESEEREHME (Description) [Logout]
f&5R / IKBE (Status) [Successfull. ZFrzl& [Failed]
fERIREFIEE P IERFEE
(Optionally Logged Items) [Locall. &=l [Web User Interface]
KA MR
BRK 45 /N1 & (HRIFXF5ESEZRL)
IP7RLUXR
i #E
* IP 7 RURHDFHADIES. FlFO—HILF7I7ERDEBESF. [ &
SERSNE I,

ZEEOwv o
1 e

c BRHIAZVTICELO TR, WRERBZOTAVER (KB KWEICEBREINBZZENBUET,

I5H

A

FHH (Date). BFE (Time)

R Casal [CRB U Tc @, T AT LA TERE U ELE Uk

M

J1—Y—% (User Name)

074 RHROI1I—T—ID

EBEERFFM (Description)

[Locked Authentication]

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

Ow I FCTOFREET > —OE

NEEARZRA
Al R

 BRHIAZVTICELO TR, WRERBZOTAVER (KB KWEICEBREINBZZENBUET,

I5H

A

FHH (Date). BFE (Time)

FUERFEIAIC, 38t CRREEICRM LI @D, Y AT ATHRE U
HICEZELZRR

J1—Y—% (User Name)

074 RHROI—T—ID

EBEERFFM (Description)

[Detected continuous Authentication Faill

fasR / K& (Status)

-

ERIREFIEE
(Optionally Logged Items)

®EFER (PObM3aW)
[SNMPv3]. [Web User Interface]. &FfzlE [-]

NEWREEREL S TOERSIEET S — O




23 EBEERUY—OFEE

156 HEA
EEEERMAIF (Audit Event ID) | 0x0301
EBEBERY (Logged Events) [Audit Policy]
BET—INDT7IER
EEOJEEDEME
156 HEA
F£HH (Date). B (Time) R EBEEZRE UCFR
1—8%—%& (User Name) a1—%—1D
EEBEERFHM (Description) [Audit Log]
f&5R / JRRE (Status) [Enabled]
ERRZFIEE -]
(Optionally Logged Items)
EEOJEEDEML
156 HEA
F£HH (Date). B (Time) R EEEZRE U=
1—8%—%& (User Name) a1—%—1D
EEBEERFHM (Description) [Audit Log]
&R / ARE& (Status) [Disabled]
ERRZFIEE -]
(Optionally Logged Items)
A\ N\
24 JaJDEY
I5H A
EEEERMAIF (Audit Event ID) | 0x0401
EBZERE (Logged Events) [Job Status|
3d
FUYI—
I5H A
FHB (Date). B (Time) T3 THHRT UTchsmm
1—8'—% (User Name) V3 EERFLEI-—Y—-D1—— D, FlFi—v—%
EEEEREHE (Description) [Print]




IR

ShiA

f&55R / 1KEE8 (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERHRZFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ (RIFFIZESE-R)
root ¥'32'UUID &%5%Y' 3 7 & DRSE
[Related]. ZF/=lE [Owned]

Job Account ID

BA32N\A b (IR FHZESTR)
ENRESNTUVRWVESF [

ravayv

BA 64 N1 b (IR FHZESTR)

[ EN=—B5ARRR ] Z R U255 (& [Released forced output]
TN OHEE -]

KA MG
Bh 45 )\ b (T EE S EE30)
i e

e IRA REZHAFRHEDZESIZIP 7 RUA KA RZEIP 7 RUZRO@mAHD
AEEDZEF. [-] EEEBEINFT,

T71IL3A
BAK 64 N\A K~ (HEXF5ZSEE)
BEHNBRESNTVRVESE [-]
WAL
BRRK 16 /1\4 & (HXFIESEZRL)
BEHNBRESNTVRVESE [-]

JE—
JI=1=] HEA
FHB (Date). B (Time) V37T UIchEs
1—H—% (User Name) V37 EERFULEI-—-D1—— D, FeF1-—v—%
EEBERFM (Description) [Copy]

#55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID

BAK 36 /N1~ (RHEXF5ZSER)
root ¥'3 2 UUID &%y a J'&EDRESE
[Related]. ZF/=lE [Owned]

Job Account ID

BA 321N b~ (BIENFIZSERW)
EPRENTVRWVESE [-]

rovayv

BK 64 N4~ (IIFNFFZZSERW)

[&HIENF—BRRR] Z£hE U /1553 [Released forced output]
[HIRR O — NA&RA1—B5#kR] ZEME U IciZa(E [Ignored inhibited
code]

ZTNUHNDHZER [-]
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A% 9 F—

1=

A

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Flld1—v—%

ESEEREH# (Description)

[Scan]

f55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &Fzl&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root 32 UUID
BAK36 /N1 b (IFENFEIESETWV)
root ¥'32'UUID &%5%Y 3 7 & DRSE
[Related]. ZF/=lE [Owned]
Job Account ID
BR324~ (HXFIESERL)
BAIFRESNTLRVESE [-]
73y
RK64 N4~ (HEXFIEZSERZEL)
[HIPR O — MARA—B5#EPR] 2= UTciZ G (& [Ignored inhibited
code]
[BBS1t] Z=UcBE(E [Encrypted]
(Bl ZRELIEE(E [Signed]
EDBRIEDEREL TVIRWVWESGE [-]
JE5ER (to)
BRK 64 /N4~ (HXFIESERL)
BHAFESNTVEZEVESIE [-]
i e
C RDENDDEHRESNE T,
- X=)LEE  XA=ILT7 RURA
- PC{%%FZ (SMB) : KA N +HELZ +/IN2Z+ J741ILE
- PC1®%F (FTP/SFTP) : iIRA MR+ /XA + T 71L&
- AirPrint Scan : thRX b%&
- WSD Scan : RA &
iX{EER (from)
BA64 N1~ RIFENEVESEIZEW)
BEHIRESNTVEZEVESIE [-]
i iz
e X— L7 RURRIFHETRESNE T,
URL X{EXEID
BRRK10/1N\A & (HXFIZESERL)
BAFRESNTLRVESE [-]
i wE
e X— L7 RURRIFPERESNE T,

I7ITA

I5H

A

FHH (Date). BFE (Time)

I3 THE T UfelFmR

J1—Y—% (User Name)

V37 #EEFLUEI—Y—-DI1—— D, FrF1-—T-%

13




IR

ShiA

ESEEREH# (Description)

[Fax]

f&5R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERIREFIEE
(Optionally Logged Items)

root &3 2" UUID

BA36 /N1~ IEXFIEZSETRL)
root ¥'32'UUID &% 3 7 & DRSE
[Related]. ZFfzld [Owned]

Job Account ID

BA 321N b~ (BIENFIZSERW)
EPRESNTVRWVESE [-]

rovayv

B 64 N b~ (BIENFIZZERW)

[ EN=—B5RRR ] Z R U255 (& [Released forced output]
[HIPR O — MRA—B5#2bR] 2= U2z G (& [Ignored inhibited
code]

EORFELERLTCLRRVESR [-]

5E5k& (to)

FILERES. FIF7 RURIRDIEER (GiLBEESESL)
BA 64 N b (BIENFIZSERW)
BEBHNRESNTVIRWVESE [-]

XfEER (from)

BA 64 N b (BIENFIZSERW)
EPRESNTVRWVESE [-]

i #E
* XA=)L7 RUREIFHERESINE T,

IKwv IR

I5H

A

FHH (Date). BFE (Time)

I3 TR T UTelsm

1—H%—% (User Name)

JadEEFUREI—Y—DI1—Y—ID. Flld1—v—%

ESEEREH# (Description)

[Mailbox]

#55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root &3 2" UUID

BAK 36 /N1~ (RHEXF5ZSER)
root ¥'3 2 UUID &%y a J'&EDRESE
[Related]. ZF/=lE [Owned]

Job Account ID

BA321N\A b (RIFFIESERL)
BEHNBRESNTVRVESE [-]
23y

BK 64 N4~ (RHXFIZZEIRV)
[N —BERbR] == U235 S (3 [Released forced output]
ZFZNLHDEE(F -]




LiR—b

1=

A

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Flld1—v—%

ESEEREH# (Description)

[Print Reports]

f55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &Fzl&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root '3 UUID

BRK 36 /N1~ (fRIGXFSESERL)
root '3 7 UUID &35%Y'a 7 EDREE
[Related]. &Ffzl& [Owned]

Job Account ID

BR324~ (HEXFSZSER)
BEHNBRESNTVRVESE [-]

vaJoo-—

I5H

A

FHH (Date). BFE (Time)

I3 THE T UfelFmR

J1—Y—% (User Name)

V37 #EEFLUEI-—Y-DI1—— D, FrF1-—T-%2

EEBEERFFM (Description)

[Job Flow Service]

fasR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffzl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root '3 2 UUID

BA 36 1\~ (REXFINZEZFRL)
root ¥'3 ' UUID &2i5%Y'a J' & DRGE
[Related]. &F1zld [Owned]

Job Account ID

BRA 321\ b (HmXFINZESFEW)
ENRESNTLRVESE [-]

15



ZDfth

1=

A

F£HH (Date). B (Time)

Va3 THhHET UTelims

1—H%—% (User Name)

JadrEEFUREI—Y—DI1—Y—ID. Flld1—v—%

ESEEREH# (Description)

-]

f55R / 1KEE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . F/z(&
[Unknown]

ERRFIEE
(Optionally Logged Items)

root '3 UUID

BRK 36 /N1~ (fRIGXFSESERL)
root '3 7 UUID &35%Y'a 7 L DRBGE
[Related]. &Ffzl& [Owned]

Job Account ID

BR324~ (HEXF5ZSEE)
BEHNBRESNTVRVESE [-]

2.5

TINA RAEHEDEE / B8R

158 HER
EEEERMAIF (Audit Event ID) | 0x0501
EBEBERY (Logged Events) [Device Settings]
=Jur=
iSPABE
FZIERE (O—AILI A L) DEE
158 HER

F£HH (Date). B (Time)

NELREBRIET U Tl

1—H%—% (User Name)

VaJdeERFLEI—-Y—0, 15— ID

EEEEREHME (Description) [Adjust Time]

f55R / 1KEE (Status) [Successfull. ZFrzl& [Failed]

EBERREER BB

(Optionally Logged Items) ERSESHEOFERAABLORE @O0
FER

T—ERCKBDFHAEBDBEFRDENHDDXFS

[Time change by system.]

[Time change by EPBB.]

[Time change by NTP.]

[Time change by SNMP.]

[Time change by XPJL.]

[Time change by SSMM.]

[Time change by unknown service.]

11— —([CKBDEHEEDHEG(E. [Time change by user]

RAME, FBIP7ZRLUR
RAZEZT o> T—EXN NTP —N\—0DH5E. BITHRA b
B FRIEIP7ZRUXR

16




— Y —E%R

d1—Y -5

JI=1=] HEA
F£HH (Date). B§E (Time) 1 ——ERHERDEE U TR
1—Y—% (User Name) 1—t—
ESEEREHM (Description) [Add User]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERRFIEE
(Optionally Logged Items)

WRI1—-Y—D1—Y—

M1 —Y—DEE

[System Administrator]. [Accounting Administrator]. &F7zl&
[Casual Operator]

il R
o SREERBER I —'—DIFEIF [Casual Operator] HEEERINE T,

1—Y—-ERNBEE
A W

'MJE ROYAIAEREED & F TS,

EREINF T, L. BRSEE1—Y—-DOERNSHEEINES

(&, SREEE— RHARMASREILISA CHERINEK T,

158 A
F£HB (Date). B (Time) 11— —ERANBTEER/RNMETE LR
1—H—% (User Name) 1—5—
EEEEREHME (Description) [Edit User]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERIRFIEE
(Optionally Logged Items)

WRI1—-Y—D1—Y—
— D BENEEINBER. BERODI1—T—
MR 1—Y—DEE
[System  Administrator] . [Accounting Administrator] .
[Casual Operator]. Ffzld [-]

il R
* R BEHBESINLBESRIEEROEE., —K1—Y—. BKXUR
SERE R I —Y'—D1FE(F [Casual Operator] MEREREINE T,
EEMNRDENE
[1D]. [Password]. [CardID]. [Name]. [Permission]. [Role].
[ICCardID]. 8KV [Other]

17




A —Y—HlER

1=

A

F£HH (Date). B (Time)

1 —Y—HIFRERNITEE UICRR

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Delete User]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

WMRI1—Y—D1—Y—ID

1—Y— D BEIEESNIGEE. BEERODI—Y—ID

MR 1—Y—DEE

[System  Administrator] . [Accounting Administrator] .
[Casual Operator]

ERFEH» 1Y —REET—J I

I5H

A

FHH (Date). BFE (Time)

FEREHF I —BET—TILO T ZERAUIRHR

J1—Y—% (User Name)

-]

EBEERFFMH (Description)

[Deleted Username Queue Overflow]

fasR / K& (Status)

[Successful]

ERRFIES -1
(Optionally Logged Items)
My I A
Ry I AER
158 AR
FHB (Date). B (Time) Ny I ZDEIFFFERDTETE U T
1—%—% (User Name) 1—5%—1D

18

EBEERFFM (Description)

[Create Mailbox]

faR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA ME

BA 45 N N (RIBXFFIESEREL)

i

s RARMEHFREADIZEFIP 7 RURA. KA REE IP 7 RURDEAH

FEDBEE [-]. BENRIVDSEKFELUEIBESIF [Local] &2
INFET,

BOX &S

ESBHT. BA3MDLENTRE (BTN 5EHET 2038

EEnxE9)




Ny I ZHIER

1=

A

F£HH (Date). B (Time)

R 7 ZHIBREERHTEE U 1B

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Delete Mailbox]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 b (IBXFHIESFEL)
i
* RAMEZHFRADZEFIP 7 RUA KA RZE IP 7 RUROEAH
FEDZEEEF [-]. BENRIVDSEFELIEESIF [Local] &5CER
INFEI,
BOX &=
DT, BA 3 MDEAEYTRT (RN SBEHT20FE
BENxE9)

Boall E—

ZE

I5H

A

FHH (Date). BFE (Time)

VAT LT —=INDEREDTT T LTl

J1—Y—% (User Name)

1—%— 1D

EEBEERFFM (Description)

[Switch Authentication Mode]

f55R / 1KEE (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

EREE
[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZFrzlg& TOFF is enabled]

|IBER7E(E
[Local is enabled] . [Network is enabled] . [Custom is
enabled]. ZFrzld TOFF is enabled]

19



X1 «BE

20

ZE

I5H

A

FHH (Date). BFE (Time)

ZEEEEEZ 5 E UTRm
BEBRRMOREEECH>TH, BOEER/ERGFIANZIVT
ETD

J1—Y—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Change Security Setting]

f55R / 1KEE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

=B
[Authentication]
[Authorization]
[Accounting]
[Image Overwrite]

il
c[LRRWV] 1S [3@] [CEEIBEEEOTH _DEH/RINE T,
[Storage Encryption]
[S/MIME]
[IPSEC]
[SNMPv1/v2]
[SNMPv1/v2  (Read Only) |
[SNMPv3]
[SNMPv3  (Read Only) |
[802.1x]
[Certificate Verify Mode]
[Maintainer Password]
[IntelligentCard]
[FIPS140]
[Self Test]
[Auto Clear Timer]
[Service Rep. Restricted Operation|
[Print Reports Button|]
[External Code Integrity Check]
INFC]
[No Encrypt Ext App Install]
[CORS]
[ThinPrint]
[HTTP SSL/TLS]
[HTTP SSL/TLS Forced]
[IPP SSL/TLS Forced]
[SMTP SSL/TLS]
[LDAP SSL/TLS]
[ThinPrint SSL/TLS]
[Session Lock Timer]
[Authentication Operation Message|
[USB Port Management]
[Front USB-A]
[Rear USB-A|
[PC USB-B




IR

ShiA

ERRZFIER
(Optionally Logged Items)

[Deleted User Account Names Days of Restriction]
[Maximum Number of Reusable Sequential Characters]
[Number of Password Generations Required]

[ID Token Validation (Azure Active Directory) |
[Certificate Verify Mode (Azure Active Directory) |
[Invalid User Deletion (Azure Active Directory) |
[Syslog]

[Download Disable Flag]

[Firmware Download via Network]|

[Web Ul Timer]

[SSL Protocol Information]

[CSRF Check]

[Runtime System Protection]

[Device Ceritificate Enrollment]

[Startup Integrity Check]

[POP3 with OAuth Authentication]

[Common Criteria Function]

[Universal Print]

[Certificate Verify Mode (FujiFilm Bl Direct)]

[ID Token Validation (FujiFilm BI Direct)]

[Tls Security Level

EERNE

B / BWOREZZEEUILHEGF [is enabled] « Fzl& [is
disabled]

B3/ FELSNDOREZZEE UTcHG(E [is configured]

0
>0y

1=

A

F£HH (Date). B (Time)

{V9—Fy NT—ERDSBRULBER. HREBET—I%&
SOHTML ZBRIB LS =20
BIE/SUD SBRUESE. BE] BEICASLI AV

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[View Security Setting]

f&5R / 1KBE8 (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

TP IR E
[Locall. ZF7zlE [Web User Interface]
KA ME
BRK 45 N1 & (HIHXF5ZESEZRL)
i wE
s IRA MEHFEHEDBEFIP 7 RUR KA REEIP 7 RUADEAH
NEDIZS. FEO—-AHILT7IEADEZESF [-] LEFEINET,

21




Va3 &

ZE

156 HEA
fFHHB (Date). BE (Time) ZHRTEEEZRE LIS
1—8%—% (User Name) [CE]

EBEERFFMH (Description)

[Change Job Setting]

fasR / K& (Status)

[Successful]

ERRFIEE
(Optionally Logged Items)

t&ae

[Delay Print]. &7zl& [Private Print]

XCPTST4Y

XCP 73501 > DicH) / (F1E

22

IR

A

F£HH (Date). B (Time)

XCP IS T4 VDS K UTE L

1—H%—% (User Name)

-]

EEBEERFFM (Description)

[Activate Embedded Plug-in]. F7zl&
[Deactivate Embedded Plug-in]

fasR / K& (Status)

[Successfull. ZFrzld [Failed]

ERIREFIEE
(Optionally Logged Items)

XCP 7304 VBB LUERTDRR MMER




26 TNARABMT—INDT7 IR

I5H

A

EEEREAF (Audit Event ID)

0x0601

BEBERE (Logged Events)

[Device Datal

SIS
SIS R

I5H

A

FHH (Date). BFE (Time)

SEAE DBFERDEE Ul

J1—Y—% (User Name)

1—%— 1D

EBEERFFM (Description)

[Import Certificate]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

AU

[RootCA]. [DeviceEE]. Ffzl& [SSCEE]
3

[512] 15 [2048] &FT

5{7# DN

XFHIERAK 150 /N1 b

U7 IEBS

BA 40 /NA

sEAASHH

I5H

A

F£HH (Date). B (Time)

SEBAE DHBERBRITEE Ui

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Delete Certificate]

#55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

AF3JU

[RootCA]. [DeviceEE]. ZFfzl& [SSCEE]
#BE

[512] HS [2048] T

H17& DN

NFHEAK 150 N1 &

JUTZIES

BAK40 /N1 &

23




ST VS5 1 U EiF

1=

A

F£HH (Date). B (Time)

SAEDF VS A v EiRZE U

1—H%—% (User Name)

[System]

ESEEREH# (Description)

[Device Ceritificate Enrollment]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

SIBAEDFREE DN

7 RLU R
SESEIEN

1=

A

F£HH (Date). B (Time)

FESTENIEROERE U Tc i

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Add Address Entry]

f55R / 1KEE8 (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M

BA 45 81 b (IS FHIESFEL)

i wE
s RA MEHFRBEDIBEFIP 7 RURA KA MEE IP 7 RUADEAH
REEDIZEF [-1. BIENRILDSEEENEIFESE [Local] &858
J|EINFg,

BRES

EBHT. BA 4HOLEYTRE BTN 5EEHT 3038

BENxE9)

SESCHIPR

158 HEA
FHH (Date). B (Time) FESCHIBRER N TET U e iF
1—8%'—% (User Name) a1—%—1ID

EEBEERFFMH (Description)

[Delete Address Entry]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

K2 b

BA 450 N (TR ESELL)

il
* KA RBHTEAEDZEF IP 7 RUR KA RRE IP 7 RUAD@EAH
TEDZEF [-]. BENRIVDSERESNIHZEF [Locall &5
BEINF T,

BRES

DT, BA 4 MOELBYTRT (B LD SEHT 2 038

EBENnE9)

24




158 EREA
F£HH (Date). BFE (Time) LR EERHINETE UlclEs
1—Y—%2 (User Name) 1—%— 1D

ESEEREH# (Description)

[Edit Address Entry]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M

BA 45 N1 b (IBXFHIESFEL)

i
* RAMEZHFRADZEFIP 7 RUA KA RZE IP 7 RUROEAH
FEDZEEEF [-]. BIENRIVDSEFESINIEBSIE (Local]l &5
J|EINFI,

BRES

EBHT. BA 4HOLEYTRE RIOH 5BHT 20134

BENxE9)

VE—bISAT72V DS

7v2oO—R (2F)

1=

A

F£HH (Date). B (Time)

UE—RISATY MDSDT7 Y FO— REERIEE UTcBim

1—H—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Import Address Entry]

f&55R / 1KEE (Status)

[Successfull. ZFfzl& [Failed]

ERIRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 b (IBXFHIESFEL)
i wE
s RA MEHFRBEDIBEFIP 7 RURA KA MEE IP 7 RUADEAH
FHEDZSF [-] EERINFT,

UE—RISA7YADIrO—-FR (£F)

15

A

FHH (Date). BFE (Time)

UE—RISAT7Y MDY DYO— RERNMEE UICRR

J1—Y—% (User Name)

1—%— 1D

EEBEERFFM (Description)

[Export Address Entry]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

KA MR
BA A5 NA b (RIHFFESEBL)
i #E
* KA RO TEAEDZEIF IP 7 RUR KA RZE IP 7 RURD@EAH
FADZGF [-] LEFEINET,
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SESEEHIFR

158 EREA
F£HH (Date). B (Time) DI HIRERNTERE U e iS5
1—Y—%2 (User Name) 1—%— 1D
ESEEREHME (Description) [Clear Address Entry]
f&5R / IKBE (Status) [Successfull. ZFrzl& [Failed]
ERRFIER KA RR
(Optionally Logged Items) BK A5 N1~ (S ESER)

Al R
* RAMEHFREDZEIFIP7Z RURA KA REZEIP 7 RUADEAH
AREDZSEF [-] EERSNFT,

-~ »
o=
UE—FISA7VADIOYO—-R (2F)
158 AR
#£HH (Date). B (Time) IO O— RERIEE U T
1—%—% (User Name) 1—5—1D
EEBEERFHM (Description) [Export Audit Log]
&R / JAR& (Status) [Successful]. F7zl& [Failed]
ERHRZFIEE KA RE
(Optionally Logged Items) BA 45 N4 b (IRIESCRH S E )
i #E
* R MEHTREADBEEF IP 7 RUR KA RRZEIP 7 RUZRD@EAH
THEDEZEF [-] EEBEINFT,

26



NE

ZF v UREVEDUE—NISAT7 Y MADRE

Al R

¢ AF v VRETHRESNENELTHIHREBU T,

1=

A

F£HH (Date). B (Time)

UE— NI SA 7Y bDOXEBRNIMEE UIclR

1—H%—% (User Name)

1—%— 1D

ESEEREH# (Description)

[Retrieve scanned image]

f55R / IKEE (Status)

[Successfull. Frzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 N1 N (IBXFHIESFEL)
i #E
s RAMEZHFREADZEFIP 7 RUA KA RZE P77 RUROEAH
THDOBZEF [-] LER/EINET,
URLZEXE ID
BA10/\4 b (BT ESEEL)

HIBR
Al R

s MY TADRENE. BLUTSAR—ETFUY COREXENEHBRE NS ICERINE T,

ROBEFEEFRINT A

- Ry JX0HIBR ([Ry Z ZHIBR] OEBEOITHERINET)
- WebDAV, ARYILY—ERXAVTVYNSEBEINIHBES

- BFREHEEIC K B XEHIFR

- Ry IRETFSAR=NTFUY NUSHDRENE (CERF. T7IRAR—UVITFHNT IR—UVTFH
My IR] [CREFEULREXE. BREETUY ) OHIBR

158 EREA
F£HH (Date). BFE (Time) NEHIBRERNTEE Ul s
1—Y—% (User Name) J1—%— 1D

ESEEREH# (Description)

[Delete Document]

f55R / 1KEE8 (Status)

[Successfull. ZFfzl& [Failed]

ERRFIEE
(Optionally Logged Items)

RZ M
BA 45 81 b (IBXFHIESFEL)
i wE

s RAMEZHFREADZEFIP 7 RUA KA RZE IP 7 RUROEAH

THDEZSF [, BIENRILDSEESNIIBEE [Locall &58
BEINEI,

Ry IABES
KD T BAIMOEANTF (BEICOND D HEEEFBBINET)
NEBS

E5H T RRAMDF¥AYRT (BEICON D2 HEFEIBEINET)
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NAY LY—ER

28

AVAM=Ib

I5H

A

FHH (Date). BFE (Time)

A VA R=)UDHET Ul

J1—Y—% (User Name)

-

EBEERFFMH (Description)

[Install Custom Service]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERRFIEE
(Optionally Logged Items)

HARILY—ERIAVFVYE (hame)
(#) TCS_RM_00108]
ABEDOBEF T-]

KHBUEHZIE T XTI (RMDIBSICECRT )

RAENA Y RI VAERES. BEDHRY LT—EXBNAT TICT
INA R EICFET 2155(E. [Application already exists. ]
ZNLUNDIBEF. [RegApp regist failed to management
service.]

RIERBHARI LY—EZR]

V7 UVER

I5H

A

FHH (Date). B (Time)

ARSI LAY—ERXAVT YT 7 A )VDBBIRECKB U TBFR

J1—Y—% (User Name)

1—%— 1D

EEBEERFFM (Description)

[Install Custom Service]

&R / JREE (Status) [Failed]

ERHREIES KA RS

(Optionally Logged Items) BA 45 N4 b (IREFHESERL)
il R

* R MEOTRHEDIFEF IP 7 RUR KRR MBE IP 7 KL ZOmEHH
THDBER -l CPIMZHDBEF. /Ny —IBREEY—/N—
0 FQDN h'EEanEd.
ARILY—ERTVFTVVYER
B 63/\1 b~ (HEFINESERL)
BgTcERVLEES BRI —0H5H30) & [-]

PIAIAB=I

IR

ShiA

F£HH (Date). B (Time)

TIA VA S=)UHET UTclEs

1—H%—% (User Name)

-]

ESEEREH# (Description)

[Uninstall Custom Service]

f55R / 1KEE (Status)

[Successfull. ZFrzl& [Failed]

ERIREFIEE
(Optionally Logged Items)

ARSI LY—ERTAVFVYE (name)

(1) TCS_RM_00108]

NRDZEE -]

KEGERZIETFI (KEMDIBSICERT D)

[Failed to delete RegApp from management service.]




XCP 504>

AVAM=Ib

I5H

A

FHH (Date). BFE (Time)

A VA R=)UDHET Ul

J1—Y—% (User Name)

-]

EBEERFFMH (Description)

[Install Embedded Plug-in]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERRFIEE
(Optionally Logged Items)

XCPF3T040%
RBHDE G [-]

RIETS XCP 2’501 V&%

I5H

A

FHH (Date). BFE (Time)

XCP ST AT 7 A ILDBRARIEC KU TR

J1—Y—% (User Name)

1—%— 1D

EBEERFFM (Description)

[Install Embedded Plug-in]

&R / JREE (Status) [Failed]

ERHREIES KA MG

(Optionally Logged Items) BA 45 N4 b (RS ESFRRL)
il R

* KA RMEHNTBHEDIZEIF IP 7 RURARZA h&&E P 7 RUZADEAH
TADEZER [-l. CPIMBHDBEF. /Ny s —IBSEY—/N—
D FQDN HEERENE 95

TSTLVT71IB

CPIM BHDBZEF., 9D O—-RUEIT7AILDITDrO—RE
RA 631\ b (RIENFINZESIEV)

REcERVEEG (BRI —0HGH30) & [-]

PIAIAB=I

IR

A

F£HH (Date). B (Time)

TIAVAR=)UHET UTclEsa

1—H%—% (User Name)

-]

EBEERFFM (Description)

[Uninstall Embedded Plug-in]

fasR / K& (Status)

[Successfull. ZFfzld [Failed]

ERIREFIEE
(Optionally Logged Items)

XCP 7S04 0%
RADHBEGE [-]
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HEEROER

T AR—b

158 HEA
fFHHB (Date). BE (Time) IO RAR— MO T UIclFR
d1—4%—% (User Name) a1—%—1D

EBEERFFMH (Description)

[Export Cloning Datal

fasR / K& (Status)

[Successfull. ZFrzld [Failed]

ERRFIEE
(Optionally Logged Items)

-]

14 2ViRk—b

I5H

A

FHH (Date). BFE (Time)

A VIR— AT UIEBR

1—H%—% (User Name)

J1—%—1D

EBEERFFM (Description)

[Import Cloning Datal

fasR / K& (Status)

[Successfull. ZFrzld [Failed]

ERRFIEE
(Optionally Logged Items)

-]

e AARAD

RIOA4 BURRTHASTNTLEBVIT 7AMILADT T ERAB LKUKRTOEA]

30

I5H

A

FHH (Date). BFE (Time)

MIOA MUXRTHIEINTORWIT ZAILANDT T EABIUE
T2 UIERR

1—H%—% (User Name)

[System]

EBEERFFM (Description)

[llegal Access Detection]

fasR / K& (Status)

[Successful]

ERIREFIEE
(Optionally Logged Items)

7 It XiER
#)) Twrite]

PIRARENT711b%
FIRRAEINEO935 L%




B S AR D S UBEENEE

BT S ARA

I5H

A

FHH (Date). BFE (Time)

BT S AVRFIFEBEN BN L IC SR

J1—Y—% (User Name)

[System]

EBEERFFMH (Description)

[Startup Integrity Check]

fasR / K& (Status)

[Successfull. ZFrzld [Failed]

ERRFIEE
(Optionally Logged Items)

(o)
PV —v3y

Software BE){EIH

1=

A

F£HH (Date). B (Time)

SoftWare BENMEEHKAENBIME U TcBim

1—H%—% (User Name)

[System]

ESEEREH# (Description)

[System Software Recovery]

f55R / 1KEE (Status)

[Successfull. ZFrzlE [Failed]

ERIRFIEE
(Optionally Logged Items)

-]

2.7

TINA ABRDEE / EIH

I5H

ﬂ

B4

EEEREAF (Audit Event ID)

0x0701

BEBERE (Logged Events)

[Device Config]

5E/\—Y
BE/N\N—Y3in

I5H

A

FHH (Date). BFE (Time)

BEN—YOTIMMRH S NI R

J1—Y—% (User Name)

-]

EEBEERFFM (Description)

[Important Parts]

fasR / K& (Status)

[Replaced]

ERIREFIEE
(Optionally Logged Items)

-]
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A=Y

A b L —Y3ZiRA
158 AR
F£HH (Date). B (Time) ANU—=I%Z I RT LHERH UTehR
1—8%—%& (User Name) -]
EEBEERFHM (Description) [Storage]
&R / HKAE& (Status) [Installed]. [Removed]. &Ffcld [Replaced]
ERREFIEE -]
(Optionally Logged Items)
ROM
ROM N—=Y'3a VEE
158 AR

FHH (Date). BFE (Time)

FICIZEBSD ROM N—' 3 > &, IRERENIP D ROM /N\—Y'3 >
DE=IRI U T B R
il

* N—=T3aVERHATBIAZIVTIE. ROM T EICERBUFET,

* NVM #IEA(LES. 727> 3 >V DEN / AFREFICIFEEIRENE B Ao

1—H%—% (User Name)

1—%— 1D

1 HE
* EP-BB V9 —hSIERENIIHZEIF [System] EEB|RINEKT,

EBEERFFH (Description)

[Software]

&R / JAR& (Status) [Updated]

BERREFIER ROM #E5!

(Optionally Logged Items) () [Controller+PS]. [FAX]
MN—Tay
BN—=Y3ay

s i=¢*t
2.8 AERER
=[] Bz
EEEERAIF (Audit Event ID) | 0x0801

BEBERE (Logged Events)

[Communication]

32




[ERRME(E
ERHBETS —

I5H

A

FHH (Date). BFE (Time)

T v CTERIEBELI S —ZRE Ui

J1—Y—% (User Name)

-]

EBEERFFMH (Description)

[Trusted Communication]

&R / JREE (Status) [Failed]

@ERHFEFIES FORaNLE

(Optionally Logged Items) [SSL/TLS]. TIPSEC]. ZFf=l& [S/MIME]
BEk

BRA A5 N\A b (REXFIZEZFRL)
RARB, EEIP7ZRUR

i #E
s RARZE IP 7 RUZADWEAHFREDIZE. Feld S/MIME D&
[-] eI NFET,
 BEFEDEEMIE. XDEHYTY,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:000111
- IPv4 : [129.249.79.100]

- KRR k4 : [host.fujifilm.co.jp]
* A5 N4 hZBZZHEF. —BIIVBTOSNE T,

eSS
KEIEH

i
* @R{RFIER (Optionally Logged Items) DRI, RDED
LJ -C\-‘g-o
- [SSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:00011,3,Certificate
verification failed]
- [IPSEC,[3ffe:0200:0000:010a:0000:0000:0000:00011,23,IKE
negotiation failed]
c BHOIS—HREUEBESEF. 1 DDIS—ICDE 1 {TERINF
T 117IF8RK 69 /N1 NTT,
* REURIS—H 50 hEBR IEZE(F. S0 HBLERDO TS —H [+]
EEBINFT,
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NTP

EREEETS—
1BE B8
A8 Date). B (Tme) | NTP U—/\—EDEEABERE UIcEm

J1—Y—% (User Name)

[System]

EBEERFFMH (Description)

[NTP Communication]

(Optionally Logged Items)

#&R / 1K88 (Status) [Failed]
BERREFIER B(S5%E

BRA 45 N\A b (RmEXFIZEZFR)
MAB%E (FQDN). Felg P 7 RLUXR

1 e

¢ IRARBE IP 7 RUADEANRPDIBEF [-]. RRA bBOZHI
RICKBUTZEIFRR MO EERINE T,

* BISFEDERAIE. ROEHNTT,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:00011]
- IPv4 : [129.249.79.100]
- KR k4 : Thost.fujifilm.co.jpl

* A5 NA hZHBA BBE}R. —BWHYIVETESNET,

KEEEH
T—/N—BEDHG(F [NTP negotiation failed]. DNS &ED15
Bl& [jp,dns name resolution failed]

i #E

* @R{RFIER (Optionally Logged Items) DRI, RDED
T,
- [[3ffe:0200:0000:010a:0000:0000:0000:00011,NTP

negotiation failed]

- [ntp.fujifilm.co.jp,dns name resolution failed |

s BHOIS—HRELBSIF. 1 DOIS—(CDF 1 TR NE
9. 1{7[FRAR 69 N1 hTT,

* REURIS—H 50 HZBR15E(F. 50 4BLEED IS —hH [+]
EERINF T,

EWB (Embedded Web Browser)

34

EWB hhr5dD WEB 77t X
158 Bl
F£HH (Date). BFE (Time) EWB WS 7T ERX UlFmR
1—H%—% (User Name) 1—%—1D

ESEEREH# (Description)

['Web Access|

f55R / 1KEE (Status)

[Successful

ERRFIEE
(Optionally Logged Items)

7t 2A URL




	はじめに
	本書の使い方
	本書の構成
	本書の表記

	1 監査ログの概要
	1.1 監査ログとは
	1.2 監査ログの機能
	1.3 取り出した監査ログのフォーマット
	1.4 Syslog 送信のメッセージフォーマット

	2 監査ログの保存項目
	2.1 デバイスの状態変化
	デバイスの稼動開始および終了
	セルフテスト

	2.2 ログインおよびログアウト
	ユーザー認証

	2.3 監査ポリシーの変更
	重要データへのアクセス

	2.4 ジョブの終了
	ジョブ

	2.5 デバイス設定の変更/参照
	時刻設定
	ユーザー情報
	ボックス
	認証モード
	セキュリティ関連
	ジョブ関連
	XCPプラグイン

	2.6 デバイス格納データへのアクセス
	証明書
	アドレス帳
	監査ログ
	文書
	カスタムサービス
	XCPプラグイン
	設定情報の複製
	改ざん検知
	起動時改ざん検知および自動修復

	2.7 デバイス構成の変更/復旧
	重要パーツ
	ストレージ
	ROM

	2.8 通信結果
	信頼性通信
	NTP
	EWB（Embedded Web Browser）



