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# Replace "12345" with actual Login ID of system administrator
$USER = "12345"

# Replace "passcode" with actual Passcode of system administrator
$PASS = "passcode"

# Replace "127.0.0.1" with actual URL of target device
$Uri = "https://127.0.0.1"

$Uri_Login = $Uri+"/LOGIN.CMD"
$Uri_AuditLogGet = $Uri+"/ALOGEXPT.CMD"
$Uri_Logout = $Uri+"/LOGOUT.CMD"

# Define download file name rule
$date_time = Get-Date -Format "yyyy-MMdd-HHmmss"
$DownloadPath = "./auditfile_${date_time}.txt"

# Download audit log

$USER_B64 = [Con-
vert]::ToBase64String(([System.Text.Encoding]::Default).GetBytes($USER))

$PASS B64 = [Con-
vert]::ToBaseb64String(([System.Text.Encoding]::Default).GetBytes($PASS))

$cred = "NAME=${USER_B64}&PSW=${PASS_B64}"

$referer = $Uri + "/home/index.htm
$ProgressPreference = 'SilentlyContinue'

[Net.ServicePointManager]::SecurityProtocol =
[Net.ServicePointManager]::SecurityProtocol -bor
[Net.SecurityProtocolType]::Tls12

Invoke-WebRequest -Uri $Uri_Login -SessionVariable mySession -Method Post
-Body $cred -Headers @{ "Referer" = $referer }

Invoke-WebRequest -Uri $Uri_AuditLogGet -OutFile $DownloadPath -
DisableKeepAlive -WebSession $mySession

Invoke-WebRequest -Uri $Uri_Logout -WebSession $mySession

JEEC
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(Audit Event ID) (0x0000 ~ Oxffff)

BEEBRDY XF7 EBASEROER TR I XFT!
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Items)
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1—Y— D AFRERFE : 1—P—F
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HIREERE : KO
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2T LAREEECERRET B35S  System

NMP B8B0D#HSE : SNMP:admin

B SEMA. Userl EWS ID TOT A VERMA T, IIRD—ROR—HD=H(ICO

TAINKBUTEIHEE. ROBEEOTNEHSNET,
Item Description
Log ID 1
Date 01/01/2018
Time 10:00:00

Logged Events

Login/Logout

User Name Userl
Description Login
Status Failed (Invalid Password)

Optionally Logged Items
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