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MTime change by EPBB.

MTime change by NTP.;

MTime change by SNMP.

MTime change by XPJL.;

MTime change by SSMM. |

MTime change by unknown service. |

- —CLDEFLEEDIHZE(E. "Time change by user;

RARBIEFIP 7RLR

FAZEBZT 2720 —EXDNTP U —/\—DIFE BN TRRA NS
FreFIP7PRLR

A—Y—15%k
m 21—-H-F&%
a8 sneA
#HB8 (Date). B (Time) 1—Y—EBFR_ERNEE LR
1—%—% (User Name) 1——1D
EEEERFM (Description) FAdd User;

SR /IRRE (Status)

FSuccessful; F7z(d TFailed,

BREFIES
(Optionally Logged Items)

WHRA—-Y—D21—-5—ID
WHRIA—Y —DRE
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FAccounting Administrator; . &7z(3

c—MlRI1I—Y— BIXUORBIAXREBHRIL - —0DHE(E "Casual
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F£HB (Date). B (Time) 1—Y—EFNBEEBRBRINETE LICHSR
1—%—% (User Name) J1—%—1D
EEBEEREM (Description) FEdit User;

R /IR (Status)

FSuccessfuly; F7z(3 TFailed,

BRR=FEE
(Optionally Logged Items)

¥MRILI-F—DI21—Y—ID

1—5—ID BENEEINTLHEE. EEEOI—Y—ID
MR- —D%E

FSystem Administrator;. "Accounting Administrator;, "Casual
Operator;, F7z(& -,

* REBGNEBEN/IHESBEEBROKRE. —RI1—T— BIUR
SEARBIRD —F—DIBE(E "Casual Operatory HYE2ERENFE T,
EEWRDEMH
MD,. TPasswordy. "CardID;. "Namej. TPermissions. "Rolej.
MICCardID). &K Other,

-5 —HlBR
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#£88 (Date). BRI (Time) 21— YIRS RAEE Lk S

1—t—% (User Name)

21—9%—1D

EBFREFHM (Description)

Delete User;

&R / 1K#& (Status)

MSuccessfuly F7z(F TFailed,

BRIRFEE
(Optionally Logged Items)

¥RILI-F—D21——ID

1—Y9—ID BENEEINLIHZEEF. EBEEHOI—Y—ID
MRIL-F—DEE

FSystem Administrator;. fAccounting Administrator;. Casual
Operator

ERFH LY —-RERT-TILII

88

Eﬂ!

B4

F£A8 (Date). BFE (Time)

BRAEH I —BERT—TILODIIZRID LB
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-

EEEFERFM (Description)

"Deleted Username Queue Overflow,

R /IREE (Status)

FSuccessful,

BrREFES
(Optionally Logged Items)

M-
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£A8 (Date). B (Time) Ry 0 DBHERNEE LIS

21— —2 (User Name)

2—H%—1ID

EBERSFM (Description)

'Create Mailbox

SR /IREE (Status)

MSuccessfuly F7z(d Failed,

BRREFES
(Optionally Logged Items)

R
BA45 )1~ (RIFXFIEesERW)

¢ IRZARAHITREBOREEIP PRLRA KRR NG E IP 7 RLDMEAH
REDEES(E ). BERIHSERLIBS(E TLocal) &8RS
nEv,
BOX &S
EEHT. BRIMD¥BHFERL (RLEMMH S5EHET D0 (EE
BE=NET)

m Rw O IR

1=
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F£A8 (Date). B (Time)

Ry & RHIRERDEE LB R

1—%—% (User Name)

1—%— 1D

EBERSFM (Description)

"Delete Mailbox

SR /IREE (Status)

MSuccessful; F7z(d Failed,

BRREFES
(Optionally Logged Items)

R2A+B
BAK 45 )\1 b (RImXFIea8ERW)

¢ IR RAHATBEDIZEEIP PRLR KRR NG E IP 7 RLZDMEAH
REDEES(E ). BERIHSERLIIBES(E TLocal) &8RS
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BOX &S
EEHT. RRIMD¥BHFERL (RLEMMHSEHET D038
BE=NET)
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F£H8 (Date). &R (Time) VAT OLT=INDERENT T UK

21— —2 (User Name)

1—Y—-ID

EEESBRFM (Description)

FSwitch Authentication Mode;

BR /KB (Status)

FSuccessful,

BrREFEE
(Optionally Logged Items)

R EE
M_ocal is enabled; . "Network is enabled; . TConvenience is
enabled;. "Custom is enabled;. £7=I& TOFF is enabled,

|BE&E(E
M_ocal is enabled; . "Network is enabled; . TConvenience is
enabled; "Custom is enabled;. F7z(E TOFF is enabled,

¥V 7rB&E

nEE
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sﬂ

B4

F£H88 (Date). B/ (Time)

ZEREBEBZERE LIRS
BRBERROFZELEE THO>CH, BEOEERZEREFY NIV
&93

J1—%—% (User Name)

1-4-

EEESBRFM (Description)

fChange Security Setting,

BR /IREE (Status)

F'Successfuly

BRREFEE
(Optionally Logged Items)

BB

fAuthentication,
FAuthorization,
FAccounting
fimage Overwrite

s TURWL A5 M3 CEEITDEEEOINT
THDD Encryption;
'S/MIME
MPSEC,
'SNMPv1/v2,
TSNMPv1/v2 (Read Only)
'SNMPvV3;
'SNMPv3  (Read Only)
r802.1x
lCertificate Verify Mode,
"Maintainer Password
fSmartCard;
'FIPS140;
Self Test;
FAuto Clear Timer;
Service Rep. Restricted Operation;
'Print Reports Button;
FExternal Code Integrity Check}

DI NE T,
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8a

BRREFES
(Optionally Logged Items)

'NFC,

"No Encrypt Ext App Install;

'Keypad Setting

FCORS;

MThinPrint;

THTTP SSL/TLS;

THTTP SSL/TLS Forced;

fIPP SSL/TLS Forced;

'SMTP SSL/TLS;

'LDAP SSL/TLS;

MThinPrint SSL/TLS,

Session Lock Timer;

FAuthentication Operation Message;

FTUSB Port Management;

"Front USB-A;

'Rear USB-A;

'PC USB-B;

MDeleted User Account Names Days of Restriction;
Maximum Number of Reusable Sequential Characters;
"Number of Password Generations Required;

ID Token Validation (Azure Active Directory) ;
lCertificate Verify Mode (Azure Active Directory)
finvalid User Deletion (Azure Active Directory) |
Syslog;

'Download Disable Flag)

'Firmware Download via Network

"'Web Ul Timer

F'SSL Protocol Information;

TCSRF Check}

'Runtime System Protection;

EERNT

B ) BNOREZZEE LB EIL Tis enabled; . F£72(& Tis
disabled}

B/ B LINNDREEEE LcHER Tis configured,

W
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F—Y %SO HTML ZEREBLEY 1V
BEIRILHSSRBR UGS [RE] BRICAZITIIVYD

1—t%—% (User Name)

1—9%—1D

EEEERHM (Description)

M'View Security Setting,

&R /1RRE (Status)

FSuccessfuly

BRREFES
(Optionally Logged ltems)

POECRAEE

MLocaly, E7=l& "Web User Interface,
AR

BA4A5 )1~ (IsXFIEEE™ZW)

* RRREHTIBEDZERFIP 7 RLRIRRARZE P77 R LAO@mAD
TEDZE. X@FEOD—HILPOEROBEE - £EFEINET,
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F£HAB (Date). B (Time) YR TEIEBE AR T LeiF
21— —2 (User Name) FCE,

EEESBRFM (Description)

fChange Job Setting

BR /KB (Status)

FSuccessful,

BrREFEE
(Optionally Logged Items)

HaER
'Delay Print; &7z(3& TPrivate Printy

TINA ARBRT = \D7P Ot R

158 sneA
EEFERHAF (Audit Event ID) | 0x0607
EEBEERSE (Logged Events) 'Device Datay
SEBAE
m SEEAE SR
158 siEA
F£AB (Date). B[ (Time) SEREDEFIERNETE LICFR

1—t—% (User Name)

21—9%—1D

EEEERFM (Description)

fimport Certificate;

R /IREE (Status)

FSuccessfuly F7z(E Failed,

BRREFIES
(Optionally Logged Items)

HF3dV

TRootCA,. "DeviceEE,. F7zld SSCEE,
RBE

512, N5 2048, £T

174 DN

XFHEFEAK 150 /81 ~

JUPIES

BA40 /1 ~
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SLBAZ DERERRIMEE LIZR R

1—%—% (User Name)

1—%— 1D

EBERSFM (Description)

MDelete Certificate,

SR /IREE (Status)

MSuccessfuly F7zld Failed,

BRREFES
(Optionally Logged Items)

HhF3V

RootCA . DeviceEE;. F7/=Id 'SSCEE,
’_R

512, s 12048, £T

178 DN

NFEIEAR 150 /81 ~

YIPIES

BARK40 /801 ~

7 KL RIE
m 3B55END
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F£H8 (Date). B (Time) FEIB IS ROETE L7
a21—H—2 (User Name) a21—H%—1D

EBERFM (Description)

FAdd Address Entry;

1SR /IRRE (Status)

FSuccessful; F7z(d TFailed,

BRRFIES
(Optionally Logged ltems)

"R3B
BA45 )1 b (RIFXFIESERW)

¢ RRARZHTRADBEEIP P RLRA KRS E PP RLRO@EAD
TRADBEE -1 BIE/ (RILDSEBSNEIBEE "Local &Lk
SnEd,

BRES

LEHT, RRAMOFAYFTRLT (REANTDS5ERT S0 FE

BBanFxd)
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FESERIBRIE ROMETE LT m

1—%—% (User Name)

21—Y%— 1D

EEESBRFM (Description)

MDelete Address Entry;

BR /KB (Status)

FSuccessful; F7z(E Failed,

BRREFEE
(Optionally Logged Items)

R K%
BR45 /N1 ~ (REXFEHEESER)

* M2 RBATADZEEIP P RLRRZARE E PP RL2O@HH
TBADBEE -1, BIF/(RILD SRS NIZBE(F TLocaly &5k
ENEI,

ERES

EFOT, RRAMOFAYFTREL (RLAUMHSEKT S0EFE

BE=NnE9)

SEHEE
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Eﬂ!
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F£/8 (Date). &/ (Time)

SO ERERDMEE U2 R

J1—%—% (User Name)

21—Y%— 1D

EEBERFM (Description)

FEdit Address Entry;

SR /IRRE (Status)

MSuccessfuly F7z(E Failed,

BRREFIES
(Optionally Logged ltems)

RSB
BR45 /1 ~ REXFEHEESETHR)

* M2 RBATADZEEIP P RLRRZARE E PP RLZO@HH
TBADBEE -1, BIF (RO SRS NIZBE(E TLocaly &Lk
ENFEI,

SHRES
LEHT, RRAMOFABFREL (REAMNTHL SBHET D0 (3E
BEEnx9)

VE—ROSAPVRDSTyTO-F (£(K)

88

Eﬂ!

B4

F£A8 (Date). B (Time)

VE—RISATPYRDSDOT7yTO— RiBRHIEE LIlER

1—t—% (User Name)

21—9%—1D

EEEERFM (Description)

fimport Address Entry;

R /IRRE (Status)

FSuccessfuly F7z(E Failed,

BRREFIES
(Optionally Logged ltems)

AR
BKRK45 /N1~ (RIFEXEINEEEZWN)

* MRAREHTRHDIZERFIP P RLR KRR B E P 7 R LAO@mAD
TNREDZSE ) ERimeEnEd,
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EBEBERFHM (Description) FExport Address Entry
fER / IKB& (Status) fSuccessfuly; F7z(d Failed,
BRREFES RRALB
(Optionally Logged Items) K45 \1 ~ (REXFIESERL)
* IRRAREHNREDBEFIPPRLRARRANZE IPZRLRODE@mAD
FADZER T-) EETSNFT,

m SE5EEHIBR

=] ER6A
#A8 (Date). & (Time) EIEHIBREROEE L7CE R
1—%—2 (User Name) 1—9—1D
EEBSRFM (Description) Clear Address Entry
&R /KR8 (Status) Successful; F7zld Failed,
BRIRFIES R+
(Optionally Logged Items) BA 45 )01k (REBXFIESERL)

* MRRAREBOTADZERIP P RLRARRASZE PP R LRO@mAD
NRDZBEE T-) TS NTI,

EEOY
B UE—RISA7YRADSIDOYO—-RKR (£%)
a8 )z
F£A8 (Date). B (Time) Aoy O0— RIERNIEE LIRS
21— —2 (User Name) a21—%—1ID
EEBEERFM (Description) FExport Audit Logy
R /IKRE (Status) FSuccessfuly F7zld TFailed,
BRREFES AR
(Optionally Logged Items) BA 45 /01 b (RBXEIIESEAL)
* MRAREZHATIEDBEEIPPRLULRMANZEIPZRLULRO@mAD
RBEDBEE T-) LRI NET,

26



TINA BT —INDF IR

XE
B 2X v VEEXEOUE—RISA 7Y RNDXE
OF:-
¢ 2P VURETRESNENEZL IINREBDET,
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1—t—% (User Name)

21—9%—1D

EBFREFM (Description)

Retrieve scanned image;

&R / IK%& (Status)

MSuccessfuly F7z(F TFailed,

BRRFEE
(Optionally Logged ltems)

RRAK%
BKRK45 /N1~ (RIEXEINEEEKZWN)

¢ MR RBHATRBEOBEEIPPRLR KRR NG E PP RLROEAH
TEEDIBES(E ) ERFBENET,

URLZEEXZ ID

BR10/\1 ~ REXFEHEZESETHR)

m HlIBR

* MERNY DRDRENE. BIUVTSAR—LTU Y EOREXEDVRIRSNISZEICEHTFSNET,

ROGZEEEHFSNEEA,

- BERY O XOHBR (TRy 2 REER) OBEEOTHEHRSNKT)
- WebDAV. HRYLY—ERIVFVYDSERSNIIHE

- FEEEC K D XERIBR

- BRERIRNYIORETSAN—LTUY RADREXE BIZE 77 0RIR=IVYITFHT IR-VVYITFH
My O] CREULEXE. BRIEEET )V ) DB
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FAB8 (Date). B (Time)

XEHIBRIBROEE U725 =

21—t%—2 (User Name)

1-%—-1ID

EBFREFHM (Description)

'Delete Document,

&R / 1K#& (Status)

MSuccessfuly F7z(E TFailed,

BRR=FEE
(Optionally Logged ltems)

1978 b
RA 45 )\1 kb (RIFXFINESTR)

e MRV FRADZBER>IP P RLR MR B E IP 7 RLROM@ADL
TADIZBEE -1 B/ (RILDSERSNIHBEE TLocaly 508k

NEY,
My HOREBES
KO T BASHOIAKF (BREICONDHDIHEITEBBINETD)
XEES

F@EO T BRRANOF¥BHF (BRICONHDIHEEBBSNKT)
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&heA

F£H8 (Date). B (Time)

AVRS=)ILDRT USRS

21— —2 (User Name)

-

EBERSFM (Description)

Mnstall Custom Service,

(Optionally Logged Items)

SR /IRRE (Status) MSuccessful; F7=(d TFailed,
BR=FIEE AR LY —ERIVFYYE (hame)

(B) TCS_RM OO]OSJ

TREDZEE T

%&IEHB%}EUX?—W (RMDIBE(CEIRT D)

RADA Y RY Y 2B, BEDHRY LY —ERZH T TICT
N1 R ECTFEET B5E(E. TApplication already exists.
ZNLANDIZE (. "RegApp regist failed to management
service.

B REBHRYLY—-ERDIVTF

VY ER

1=
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F£H8 (Date). B (Time)

NRY LAY —ERDIVT IV I PAIDEBLRILICEKB LIRS

21— —2 (User Name)

21—Y—

EBERSFM (Description)

Mnstall Custom Service,

(Optionally Logged Items)

BR /IKRE (Status) MFailed
BrREFES RS

BRK45 /{1 b (BEXFINZEEXR)

e IR i\%b\Tﬂﬁaﬁ% FIPPRLRRRAREZEIPZRLRO@AD
TADIZEE -, CPIM BEBDIFE(E., /Ny T —IVBEBLEY —/\—
@ FQDN b\aaﬁéni’g*

AR LY —-ERIVFIVE

Ex63A4h(%ﬁX%ﬂ%aiam)

BETE=RWEE (BRBI>—0BeHaED) (I -

B PYVAVRAR=)
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&heA

F£A8 (Date). B (Time)

1—%—% (User Name)

PUAYVRAN—=ILHRT UTIZRR
.

-J

EBERSFM (Description)

TUninstall Custom Service,

(Optionally Logged Items)

SR /IRRE (Status) MSuccessful; F7=(d TFailed,
BRFIEE AR LY —ERIVFUYE (hame)

(#1) TCS_RM OO1O8J
RADZE(E T

%ﬂiiﬂﬂa’&}aﬁ')‘(—?—ﬁu (RMDIBEICEIRT D)

Failed to delete RegApp from management service. |
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F£H88 (Date). B (Time)

AVRM=ILHMRT LR

21— —2 (User Name)

-

EEESBRFM (Description)

Mnstall Embedded Plug-in,

BR /KB (Status)

FSuccessful; F7z(E Failed,

BrREFEE
(Optionally Logged Items)

XCPTF3T14V%
NRDZBEE -

FIERR XCP T3 T4 V&R

188
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B4

F£/8 (Date). &/ (Time)

XCP IS4V D714 I DEBLRICKR LIRS

J1—%—% (User Name)

21—Y%— 1D

EEESBRFM (Description)

Mnstall Embedded Plug-in,

BR /IKRE (Status) Failed,
BRR=ZEES 7197 3 -

(Optionally Logged Items)

BR45 /)1 ~ REXFEHEESETHR)

¢ MR RBHATRBOBESEIPPRLR KRG E PP RLROEAD
TEADIBEF 5. CPIM RBHDIFSE., /Oy —IEUSEY —/(—
@ FQDN AAZ8RENE T,

T3040 7710IL3

CPIMBBHBDBZE([F. yOvO0—RULEIZ7AILDYDYO—RKE

BAR63 /1~ (REXFEIEESEHR)

BRETERWVNGEES EBI>—0BEHSD) (& M-

PIAYVRAR=)
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F£/8 (Date). &/ (Time)

VAYVRM—=ILHRT LTzl R

J1—%—% (User Name)

N
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EEESBRFM (Description)

fUninstall Embedded Plug-in,

BR /KB (Status)

FSuccessful; F7z(E Failed,

BRRFEB
(Optionally Logged ltems)

XCPT3T14V%
NRDIZEE -

RERHRDER

B IHORR—-k
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Eﬂ!
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F£/8 (Date). &/ (Time)

TORR—AT LIzl R

1—t—% (User Name)

21—9%—1D

29



BEEO0JDRFES

1858

18

EBERSFM (Description)

TExport Cloning Dataj

SR /IREE (Status)

MSuccessful; F7zld Failed,

BERR=ZFES
(Optionally Logged ltems)
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21—Y%—2 (User Name)
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EBERFM (Description)

fimport Cloning Dataj

SR /IRRE (Status)

FSuccessful; F7z(d TFailed,

BRRFIES
(Optionally Logged Items)
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1—t'—2 (User Name) 2—%—1ID

EEEERHM (Description)

lnstall Ext App.

&R /IRRE (Status)

MSuccessfuly F7zld Failed,

BRREFES
(Optionally Logged ltems)
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TRADBEE -

KM DIEH
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1—%—% (User Name)
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EBERSFM (Description)

fUninstall Ext App.

&R /IRRE (Status)

MSuccessfuly F7zld Failed,

BRREFES
(Optionally Logged ltems)

Weblet D471
RBEDIZEE -

KM DIEH
B RI2(ERBEBRNTBDHZEE -
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MOARURNTHIESNTOLWEWIT PAIAND TP IOLELRBEXLVE
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1—t—% (User Name)

FSystem;

EEBFERFM (Description)

Mllegal Access Detection;

R /IREE (Status)

FSuccessful,

BRREFIES
(Optionally Logged ltems)
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(B) Twritey

PORRESNIEI 713
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Eﬂ!
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EEERHEAF (Audit Event ID)
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EBEERE (Logged Events)

"Device Config
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m FE/)\—-VYEKi
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1—%—% (User Name)
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BR /KB (Status)
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(Optionally Logged Items)
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Eﬂ!
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EEEERFM (Description)

'Hard Disk,
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Mnstalleds. "Removed;. &7z(& "Replaced;
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(Optionally Logged ltems)
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- 1Pv4 1 1129.249.79.100;
- IRRA % Thost.fujixerox.co.jpy

* 45 )\ R EBADHZE(E. —EHIIDIETENEKT,

KM L

KHEEH

* @RUR7FIEE (Optionally Logged Items) DFRBIE. RDEH DT
- ISSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:0001],3,Certificate
verification failed

- TIPSEC,[3ffe:0200:0000:010a:0000:0000:0000:0001],23,IKE
negotiation failed,
c BHOIS—DEKELBEEF. 1 DOIS—ICDE 1 TEHRSINEK
I 1{TIETRK 69 /81 KT,
CHKELLIS NS00 ZBAHEE. 50 HBLEDOTS -1 '+
EETEENT T,

NTP
n SEEBEIS—
B8 £ReA
F£/8 (Date). &/ (Time) NTP —/{—& DBEAKZRE UIcFR

J1—%—% (User Name)

FSystem;

EEESBRFM (Description)

TNTP Communication,

BR /KB (Status)

Failed,
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BEEO0JDRFES

158

%é

8a

BRREFES
(Optionally Logged Items)

BIS5E
BRK 45 /)81~ (RIHXFINEETR)
MR K% (FQDN). FZZEEIP 7 RL2R

* RRARZEIP 7 KL RADWADTADIZE (& -5 RASBDOBHEIE
RICKRBUTIZE (ERR D siRENE I,

* BISFDLELIE. RDEHD T,
- IPv6 : T[3ffe:0200:0000:010a:0000:0000:0000:0001];
- IPv4 1 1129.249.79.100;
- IRR 2 © Thost.fujixerox.co.jp
* 45 )\ hEBZDIHE (. —BNIDBTONET,
KD
H—)\—BEDHE (L "NTP negotiation failed;. DNS @EDHE
(& Tjp,dns name resolution failed,

* ERIREFIEE (Optionally Logged Items) OERBIE. RDEHDT

o

- M[3ffe:0200:0000:010a:0000:0000:0000:0001],NTP
negotiation failed,
- ntp.fujixerox.co.jp,dns name resolution failed |
C BHEDIS—NMRAEUCHEEEF. 1 DOIS—(CDE 1 {TEHRENX
I, 11T[EHEKR69 /N1 TT,
s REULIS—H 50 fHaiBRHE(E 50 hBELEDT S —A" T+,
ERTENTT,

EWB (Embedded Web Browser)

= EWBHNS5D WEB 7ot

1=

&heA

F£H8 (Date). B (Time)

EWBHDS 7R ULIERR

1—%—% (User Name)

1—%—1D

EBERSFM (Description)

"Web Access,

SR /IREE (Status)

FSuccessfuly

BRREFES
(Optionally Logged Items)

72+ URL
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