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(O raNEE] 2797 0LFT,

[LDAP] 27U v L%ET,

[LDAP #—NN—/Fs L7 MY —-EX] 2FIRLET,
BAZ2—15 LDAP H—N—DIEREZEL T T,
FLWEEEE#ER] 27V vy 7 0L%7,

Kerberos —/\—MNDEXTE

A W N =

[ZTanr«] BET. [EX2VUT7s-] 27Uy I0LFT,
(BRI Y —/N—FE] 27y 7 LET,

[Kerberos ## —/N—ZRE] ZFR L £ 7,

BAZa2—D5 Kerberos  —/N\—DIFHREFEL T,
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XAV T A EBHCTE-DDHRE2 (CentreWare Internet Services b 5 DINEAEKTE)

5

IPP DEXTE

A W N =

FFLWEEZEA] 27y 70%9d,
- Kerberos # —/N—PHAEREEY —/N— & LTRES N TWVWBIHE. LDAP H—/N\—0) [#HEED
HRR] 2. VAT LEBEERESE A oN1— Y —FIN—T5RETEENTEET,

ZONT«] BET. [y NT—UKE] #7U v 7 L%FT,
K—rEgg)] 27U 70%7,
IPP] Fx1 v IRy VX %&#FT v 7 L%T,

[
[
[
[FFrLWREZ#EAR] 27y 70LET,

SSL/TLS DFE

O N O G A W N =

10

[OnT7+] BET. [€XaUTFs-] 87Uy LET,
[REBAZEDEETE] 27U v 7 L ¥,

[BCEIEAEDERKR] 27Uy 7 L% T,

PEIZIEL T, PAX—DH 1 X 2FZELE T,
PDEIZBU T, BITEERELE T,

[FrLWEEEZ#EH] 279 70%7,

[SSL/TLS&TE] 7y 7 L%,

[HTTP — SSL/TLS #&fE]. [LDAP-SSL/TLS@&IE] @ [B%] Frv 7Ky 7%
FrvILET,

[FLWEEZ#EH] 279 70%7,

[FBicE)] #7)v 7 LET,

c KR EBEDEHIC, HFEY—/NN—0OFBAZOREE] O (B Fzv IRy IXEF Ty
T U, [FIN1 ZXFEBRED A > KR— b (P.15) ERUFIET. y—/N—D CAFIREEZ 1 > KR—H L
TLFEEL,

« SMTP H#—/3—(C SSL/TLS #EED H 357E. WKL E Emaill @ED /=9I, [SMTP- SSL /TLS
BIE] ZBRCL TS,

TN REEBRED A 2K — b

A W N =

JONT«] BET. [tXxa2VF70—] 527y L%T,

TRREDETE] #7Y v 7L %7,

TERED 1 >KR—K] 270y 7 L%d,

SIFAE] OWICA > FR—MTB3T7714ILDZFEANDLET, £/ [=RB] 27
JyPULTA2KR—bT2T7710ILEEIRLE T,

(/X277 — K] OWICINIT—RKEAHALT, [ISXT— ROWER] OHEICEILC/VX
J7—RKEAALET,

[1>FKR—-bF] 270y 70L%7,

palll

palll

[
[
[
[
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IPSec MDiEf

© 0 N O

10
11

anj

RIE
EiE

- IKESBREAR] & [FURIVER] ICRETSHEE. BHET BAIC, [7/31 ZFERAED 1 > K-
bl (P.15) ERIUFIRT IPsec DFEEAE %1 >R — b LTHEE T,

[(ZO/NT«] BET. [EXxa2UF70—-]1 27Uy I0L%d,
[IPSec] #7J vy 7 L%9d,
[(Zabran] o [BR] Fzv IRy I9XE5FTz v 0LFT,

[(IKE FBEA] O T [FaiHA#R] 2 EIRT 2553 FIR4 ~ 5. [TV 2INER]
ERIRTB5ERFIE6 ~ 11 DREEFTVET,

[IKEZRFEA] DT, [BaiHEER] 28R LExT, ChidAge, 75172+
PCHIUHY—N—tDREEHBICTIADICERALET,

[(EaiE#R] & [BFaHAROBE] OWMICHBEREAANLET,

T T IPSec 7 KL ZDHRTEEFTVWET,

[Ex2VUF7r—] O [FGIAEERE] 27V v 7 L%7,
[(REFAEDERY] OWT. [IP Sec] #F#IRL£T,

[—BOXRR] 270y 7 LT, DELFBAEZFI v 7L ET,
(RERAEDRR] 27U v 7 LT,

(RERAEDER] 27U v 7L ET,

[IP Sec] E@E® [IKEZREIA] DT, [FU2ILEBLR] #ERLET,
WIT T IPSec 7 KL ZADHRTEETWVWE T,

IPSec 7 KL ZMEEFE

G A W N =

[IP Sec] BI&@T. [HBF7 FLXDIEE [IPv4]] OIC. P77 RLXEAAILET,
(MBF7 KL XDIEE [IPv6]] OIC. IP7RLXZAHALET,

[ IPSec kxfictzs & D@fE] T, [BFO@E] £/ BELAEV] 28BRLEY,
FLWEEEZ#EHR] 27y 7 L%7,

[(BicE] 27Uy 7 LET,
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SNMP v3 DEETE

O N O G A W N =

10
11
12
13

14

S/MIME @

W N

C N O O A

[ZO/N7«] BET. [y NT7—VEE] 27V v 7 L%FT,
[ZObMIWEE] 27097 LET,

[SNMP] #27U v 7 L%,

[SNMP v3 2B%IC$ 3] Fzv IRy 7X&2Fzv7LFT,

[SNMP vi/v2c 2 BMICT D] Frv IRy IADFT v 7554 LET,
[FLWEEE#ER] 27y 7 0L%7,
[SNMP] #7U v 7 L%,

[SNMP v3 ##R&ET 3] #7)v 7 LT, [EHEEHEICLZ377€X] O [77+&
2EHFATB] Frv IRy IR EFzv 7 LET,

[EREIR/N X7 — K (8X=FLIE)] (CHFHUWEBEIH/SXT7—READLET,
[/XXT7— KDOWER] ICEIUBEEAH/NNXT—-READLET,

[ES{E/NXT7— K (8XFLE)] (CHULWESIE/SNXT—READLET,
[/¥XZX7 — FDOWESR] ICRIUEESI{E/NXT—-—FEADLET,

[TV RRTAN=CEBTIER] O (7O X%eH0]T3] Fryv IRy IR
7&9:1 V) 7 l/gf—d—o

[FLWEEZHEAE] 27Uy 70L%9d,
&5

« BREEH/NX T — REREL/SZAT— RIZASTHEAEIP SZTEL TLEE L,

« SNMP v3 %#{EHT 315413 IPSec 7O 2L E#RRHCEFERL TL £ E W, ZDEHIC SNMP v3
TJ73A4T7 > rDIPT7RKLZX%E [IPSec 7 KL ZXDEHE] (P.16) DFIEICHiE> TERTE L TL I L,

- SNMP vi/v2c TOEEE TEEFLANDT. TV E—KRIFAN-DF— FOFREIE [SNMP X
T—2REBIMICTB] OF v 7EHLTIERCES WL,

Xia
gl

~oy
H
- 1111
cu

< AKED A — VR EER T 320101, [BEENAF] O [8 X —ILEREDETE] OFIET X — b
HEPERCEBLDICKE L TWBLENHYET,

- S/MIME %EE ¥ BHi1lC. [7/51 XFEFAED A > K— k| (P.15) ERUFIET. S/MIME DFEEA
Ex M R-—bPLTHZET,

[FOnNT«] BET. [HEAZ2-] 27y 7L%7,
[x—] O [EE] 279V vy 7 L%,

[X—IETE] O [BXE] 27Uy 7 LT, FEET7 KL X] OWMICAKED E-mail 7
RLXEADLET,
[(FLWEREEER] 27Uy 7 0L%7,

tXa U701 87UV ILET,
AEFREEE] 20Uy I LET,
FEFAE D ERY] DO T. [S/MIME] Z&#IRL T,

[
[
[
[—EBDHRR] 270y 70T LELMAEEFv I LET,
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9 [FIFARENERR] 27Uy 7L %7,

10 [FfEPAZEDEIR] 27U v 7 LE T,

11 [SSL/TLS &%E] 27U v 7 L%d,

12 [S/MIME&]E] @ B Fzv IRy IX&EFzv I LET,

13 [FHLVEEEEA] 27Uy 0%,

14 [Bieg)] #7) v 7L0%9,

15 FHEHIPBEEHL/E5. Web T H—%FH (BiAAA) LT [FAOnNT«] &
T57)y I L%,

16 [tx2VU7+s-] 27Uy L%7,

17 [S/MIME&E] 27Uy 7 L% T,

18 [EETEHRWVWX—IDRE] Fzv 7Ry IZADFzv7EHLET,

19 [FHLVEExEA] 27Uy 0%,
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X2V T 1 2BNCTE-HDKREI (BEEOTICL 2 THRE)

EX1VT 1 Z2HBIDCTHLHDERE 3
(BEFEOJICL D TFEAMRE)

T, DXTLEBEDY Z4 7> b PC b5 CentreWare Internet Services &
FHLT. EEOJ#S%EL. RWHETFIBICOWTEHBAL TWVWET,

EEOT7 774V, %27« EEEXHBOBNEDIER %5 TCEHRICHKRE
THIEILEYN, RAOSNAHEBRRICEAULERE#HAIL T, £TKDER ERHLE
L%,

EEOITHEDANL b (FIAICEEPERETRE. 1—Y—&ELE) . 21 LX
2UTERIINV XY —ICREFESQ, SOBBAET—DDT7 710 (LI, [EEZEO
7774»Jtﬁwit>tLT\%k1ammﬁif$%®n—h7417«ﬁr
éniﬁﬂammﬁﬁﬁit%éu\—%EH#*D74A/F#bW$ﬁ£éh
BVIRLTANY P EESFEINET, EEOTDHIBRREEEEH V) T A,

BEEOJOIEE

1

NSO A N

BEENJ 7

SO O A W N

Web 75— %88 L T. 7 KL ZATBICAEED TCP/IP 7 KLXEAAILT
(Enter) ¥—%##L %7,

B EERSNAEEIE. BIEEEID ENXXT—FEANLET,
[(ZTOanrF+4] 2770y 7 0%Fd,
tXaV7rq-]1 27Uy LFT,

EE'EnJ] 279y I7L%EY,
EEQJOEE] O [BM] Fzv IRy 79X %EFzv 7 LET,
MLWEREZER] 27V v 7LF7,

74 IVOERY U

EEAJI7ANLVOMIELARICDOVWTEHALET,

EEEO Y 771 Ju~N 3. CentreWare Internet Services (C2 X 57 LEIBEE & L 83
ULIEBEET T EXR]EET. BIENXIUDST VA TEZEIITEEZEA,

EEOTJ 77 ES Y 0— KT 35EE. [HTTP-SSL/TLS &fE] #* [F%h] (C
HESNTWBRENHY)ET,

Web 75 0# —%EELT. 7 FLXAHRICAED TCP/IP 7KL X&EANLT
(Enter) ¥ —##L %7,

WAL EBKSh7-FEIE. P XATLEEEDID E/NXXT—REAHDLET,
[(ZFanr«] 275709 70L%7,

tXaU7rs-] EUvILET,

'gEOJ] 270y 7 LET,

=N

[
[
[(BEEATJORYEL] @ [t 774 NVTRVES] 27y 70%7,

E:E
E&
EXEOTT774ILICIE. ROBMPELHFINWTVWET, 77X, £ERHTOER
Phuwh, THICF T v 7L TLEI L,
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X2 VT 2BRICTE-ODNREI (BEEATICLZTFEHRRE)

Log ID :

Date. Time :

Logged Events :

User Name :

Description :

Status :

Optionally Logged ltems :

EEOJHNTFELTOELES
AN M ECERS W= B
RSN IEBEROEBIR
EREFRERCLEFAEES
AN MIEAT 5ABDELEA
AN POIIBIER, T 72I13IRRE
HBRRFEELSNCEERO TAREFESI N ZEMNER

BELD. Usert £WD ID TAETA > ERAAT. NXXT— ROAR—FD =20

T4 PR UGS, ROBEEOTVEEINET,

ltem Description
Log ID 1
Date 01/01/ 2014
Time 10:00:00
Logged Events Login/Logout
User Name User1
Description Login
Status Failed (Invalid Password)

Optionally Logged Items

20




1—-H-—

il

N

Tl AEEFIRT 5720014 —FBREDREEFHAL TVET,
AEEFET 380, —MFIEE L User ID £/XX T — RICKLBBEEHDETT,

* ﬂf/\?ﬁ}[/@ <|:|n>n.[E> /'J?’}'/’éﬂabi?'o

EE) KF2>, £HE32yFINIILTFA AT LAICRREINE X —FR— R&EFES T
User DZAADLET,

[RA] £ LET,
INZAT—KEANLET,

[(#E] EWLET,

ZDRBETHE D S OFIAPFIREIC A ) T,
JEEE

c MBDAPERAL TWBEPTENALAREETOHRE R, FEPRT LSO IREEEHERL T
SENIAAHEBRRL T 2SN,

5l i A XADBIETHERDS>ENAHA>B SATRIEE (BT 1 >2) SE)AHEE
>B éh?ubniﬁ*l‘f (|:|77r7 f\) >iub)1l]7~ﬁ¢|§f

(R )
« HLEREREIEXRTE L TULWBIEE. UserID /XX — K& AAT BRI, [BfRa1—¥—] /13 &
WMEEE] #BIRL T LIV,

- NMEBAEZFIE T 21548, BHEEZ D ZUr»EAECHSPUDBEHRINTVWETH. D User
ID I3E§R S ﬂ—(&\i‘li'/b User ID DESFICDOWTEFELC 1L, [BEEH 1 K] O [5 Tl >
[RBEL / X 2V 71 &XE] > [FREIOERTE] > 21—V —F} / E5EE| 22BL T &0,

- SAEBEREE £ FIA T 2GS, SRR Y — N\ —TEEIhTWB3 1 -V —I§HREERAL (RAT 2 %
&, $$ﬁé®%§’bﬂz""i¥%lD EHEREREE Y — /N —ICERENE B A,
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8%

{1 5%

REFIE—&

El > [77 7R
1]

CentreWare ApeosWare
o o " :
HH BENZILDS Interneity%erwces Device Setup 55 WEAE
Bft. BZIDORTE | [{EHkExE] > [H#a@ — BRE] > (Mmoo —
BRE] > [V AT L BEE] > [BEAKIE
RSt/ 24 ¥ —F%7E] ;| > [#2EOREZ
EXTE]
KNz 50 | [BEE/ X2 VT - BRIE] > [HEFmOH )
INZT)— REARAD | &E] > [FBRIDE BEE] > [77¢€
ERTE F] > [XXT7—FR ZHIBRIEER] > [F%
DERA] > [/¥X iF / E£EHER] >
7— KRR - /XRILA [FRAE / EEEHIBEER D
palicd E]
B EREE /X BREE/ X a2V7« |[EFx2VT1—] > | [HE] > [#=DH —
77— RKDEE BRE] > [BMERE | [MEEEEERONK | 88T > [EANE
EIBERDOEE] > E] ;] > [EWEREE
[%W%ﬂ%mxv— BROEE]
K
VAT LEEED |[BEE/ tXaUT« [E¥Xx2UFq—] > - 5
RBRERM T 72X | RE] > [BREIDE | [BHEEEEHROK
EEEEFDERTE E] > [HEHER E]
I —H —DFBREKRE
7 7t AIEE]
HRY—IT>T |[MEHEE] > [#E8 | [e¥aVF70-] > — 3
ZT7 ORESIRD | FHE] > [Z20M0 | [AXbv—I2P =
EXTE BRE] > [AX b 7 DEREHIRR]
I—I>TZTDE
{EHIRR]
N=FKTF4 X790 |[BEE/ExaUT+ — — 3 [
FEXEEDOETE |RE] > [H—F
TA4XIDEEEMN
KERTE]
N=KF1 XY EAREE] > [Ha@ - — i3]
T—2DOEELEE | EHE] > (200
E HE] > [F—42D
E=1t]
REE AR DERTE GREE/ €% 2V7« |[EF¥a2VUT1—] > |[BXE] > [#z=z0H i)
HE] > [FREEOER | [RRAIEIE] BETE] > [77¢
E] > [BBEEAXD ZHIRRIEER] > [GR
EXTE] iF / E5H1ETHR] >
[FBAE / EEEHIBEEMDEL
]
TR XFEDOE | BB/ EFXxaUTs |[EX2UFT0—] > - i3y
E RTE] > [FRAIMER | [RRAIEIE]
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8%

CentreWare ApeosWare
o oS . ) !
I5H BENRIVDS Internefty%erwces Device Setup 55 MEAE

TI2AN=KT) |[BBEE/ X2 VT« - — Ei3)|
> hDRTE HE] > [ERRIDER

E] > [BEL/ 7>

AXR=bTYbD

EXTE]
RZ2T—KORN |[RE/ €X20F¢ |[[€F2UF1-] > — 0
NFHDETE ETE] > [FRRIDEY [GRALIBEFRDERTE] >

E] > [IXXT7—FK | [)¥27 = FO&R/IM

DEM] > [/¥X #]

7 — RO/
2F¥ v+ — (URL | [fEARERE] > [Ha@ - - H%b
*E) DT E] > [Em/ R

2CDEE] > [£

Z 1 —EEOREEERS

5[]
Y7 MNIITE | [EHRERTE] > [(H@ - - HRD
7 r0O— FDRTE |KE] > [Z DD

E]l > [VIbhIT

Ay nO— K]
gD 7O | [HHRERE] > [(HE — — i3]
J7LBMORE |FE] > [RT] >

[Htg gD 705

T LEBHT]
X —IVEREDRE | (MERREEE] > [y | [y b7 —UTE] [BXE] > [#ERnH i3]
TE N7 —URE] > > [R— ~i2Ep] WEXTE] > [BEAXIF

[R— FEXTE] ;| > [K— MEE

DEETE]

LDAP Server W% | [fE#kEE] > [y | [y b7 —TERE] - -
E N7 —VEE] > > [708 haLETE]

[V EBEREEY —/N— / | > [LDAP] >

F4LIT MY —-E [LDAP H#—/N—/

ZEXE] > [LDAP F4L I M)Y—E

Yv—N—/F1LT | X]

NUR B &5
Kerberos Server @ | [{t#xE] > [y |[EXxa2UFq—-1> - -
EXTE N7 —UEE] > [9VEREREE Y — /N — 5%

[NEREBEEY —/N— / | 7E] > [Kerberos

F4L I MY —E Y —IN—ETFE]

ZF%E] > [Kerberos

Y — N —ERTE]
IPP MEXTE [EEERE] > [y | [y 7= T7ERE] - i3]

N7 —URE] > > [KR— MEEEh]

[R— FETE]
SSL/TLS MERE | ME#&E] > [y |[Ex2VUF1—-]1 > — 3|

N7 —7EE] >
(%207 1 &E]
> [SSL/TLS 7]

[

[SEFREDRE] >
[B2EEBE D 1ER]
> [SSL/TLS 5%7E]

TINA REIBRED
12K =F

[t¥2V71-] >
[REFAE DEXE] >

[REBRE D1 > K —

h]
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CentreWare ApeosWare
£ \0 N\ > i - ~ ~ E
IHH BAENZILPS Interneity%erwces Device Setup 55 HEAE
IPSec MBEERTE | ME#xE] > [%v |[Ex2VUF1—-] > — Ei3)
f7—UEE] > [IP Sec]
(X227 1EKE]
> [IPsec XE]
SNMP v3 DFZE - [y NT—TUKE] - Ei3)
> [70O haVEETE]
> [SNMP]
S/MIME DEXE (fEAEE] > [y | [Exa2UF71-] > — )
N7 —UEE] > [SSL/TLS &XE] >
(X274 %E] [S/MIME @&1E]
> [S/MIME & 7E]
XA T DOES. - [Exa2VFq1-—] > — )
WL (BEEO Y]
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